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Learning Points

ÅWhat are the core elements of a successful Governance, 

Risk & Compliance (GRC) roadmap?

Å How automated controls monitoring and audit solutions 

can accelerate the implementation of a GRC roadmap.

ÅBusiness benefits of implementing preventive controls 

such as compliant provisioning for SAP user access 

change requests.
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Company Overview ð

T-Mobile UK

Å16.7 Million Customers *(mid 2006)

ÅPart of the T-Mobile Group since 1999 
(formerly One 2 One)

ÅRevenue YTD  £1.46 billion (mid 2006)

ÅRevenue 2005 £3bn

ÅBlended ARPU £19 (mid 2006)

Å7.000 Employees

ÅBased in Hatfield / Hertfordshire

ÅSAP Go Live 4.6cApril 2002



T- Mobile  - Exceptional customer growth
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ÅFrom last place to joint first place in 6 years

Å9 million new customers since 1999

ÅResult of wholesale operational and strategic rethink 

Exceptional Growth



The SAP story at T -Mobile
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After Implementation We Hadé

Audits Issues: Access Controls to SAP
2

ÅLine Managerôs approving access to roles for their staff 
that they did not understand or have responsibility for.

ÅStaff had access to transactions did not require and 
never used.

ÅExternal auditors raise issues over system access 
controls every year:
ïAccess controls to systems including SAP

ïLack of Segregation of Duties (SODôs) within SAP 

ïAccess to sensitive transactions

ïAppropriate use of SAP



When SOX Came We Had to Act 

Quicklyé

2005 SOX Compliance Became a Critical Issue
3

ÅT-Mobile is a subsidiary of Deutsche Telecom and is subject 
to SOX etc as a overseas registrant on the NYSE

ÅSAP is the core finance system in many large companies is a 
key component of internal control.

ÅThe controls over access to SAP transactions has a 
significant part to play in SOX compliance.

ÅWe quickly realised  in order to be SOX compliant we now 
had to address  our  control issues within SAP AND by doing 
so we could improve use of SAP within T-Mobile.



Controlled Access to SAP ready for 

the futureé.

A More Controlled SAP Environment 
4

ÅSAP is the core financial system for T-Mobile

ÅBetter control & understanding of how staff use SAP, 
in particular the effect in the E2E business process

ÅEncourage business to take ownership of control 
over access

ÅNatural by-product = better E2E processes 

ÅThis will lead  to reduced cost of compliance for T-
Mobile and more efficient processes



SODs: the sheer scale of the issue



Three possible strategies for tackling the 

SOD issues:

The T-Mobile Approach
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Current 

Solutions
ÅPoint in Time 

ÅReactive, 
Manual

ÅSampling

ÅDisconnected

ÅIT only

Sustainable

Solutions
ÅContinuous 

ÅProactive &
Automated

ÅComprehensive

ÅIntegrated

ÅBusiness, IT
Finance, Audit

Cost of Control

Efficiency & Effectiveness

of Processes & Controls

Cost of Control

Manual or Automated



The Choices in 2004/2005

Å Approva BizRights

Å SecureInfo by SecureInfo

Å Compliance Calibrator

(Virsa/ SAP)

ÅImplemented by Consider Solutions

Detailed Evaluation



Aims of Project ASAT

ÅImplement an  SAP security tool 

ÅAutomate controls & user access  

provisioning 

ÅHand responsibility to the correct 

business owner

ÅResolve all SOD issues

ÅRemove inappropriate and 

unnecessary access

ÅPrevent new SOD issues 

ÅImplement  process tools

ÅImprove E2E process 

Project ASAT (Automated SAP Authorisation tool) 

was approved in mid 2005 to:


